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Abstract

This paper describesthe developmentof a formal speci-
fication of a secue opemting systemarchitecture and its
security-elated opemationsin higherorder logic theoem
prover, HOL. We specifyoperating systementitiesas user
defineddatatypesandsecurityconditionsaspredicateghat
restrictssystenopemtions. We also provide a uniformen-
vironmentfor systencommandshat change securitystate
of systems.

1. Motivation

An operatingsystem(OS)is animportantpieceof the puz-
zlethatprovidessystensecurityasit enforcessecuritypoli-
ciesof applications.The correctnes®f the operatingsys-
temitself is paramountn ensuringthe securityof applica-
tions.

Tofacilitatehigh-assurancgystendevelopmentwefor-
mally specifyoperatingsystemsecuritypoliciesin higher
orderlogic theorenprover, HOL [4]. Formalspecifications
enableausto describeOS policiesclearly andprecisely It
alsocouldbenefitusin two moreways: (1) formal analysis
using HOL theoremproving capability [8], (2) automated
testgeneratiorbasedon formal specificationsin arelated
work, we areinvestigatingmethodsof automaticallygener
atingtestsfrom HOL specifications.

Somepreviousworks focuson abstracimodelsof secu-
rity protocols,which abstractaway ary detail that pertains
to areal systemrequiremente.g., [5]); this type of speci-
ficationandanalysisis usefulto protocoldesignersOthers
have specifiechigh-level securitypolicy modelsthatcanbe
usedto validatereal systemswithout gettinginto the detail
makingof actualsystemg6, 3].

In this work we model OS at a level that is closeto
systemrequirementvhich makesthe modelusefulfor sys-
tem development. An OS at this level is large and com-
plex, attributeswhich are major obstaclesn specification
effort. We overcomethis obstaclepartly by borrowing ob-
ject modelingtechnologies:dividing security policy into
datatypes,functionsonthesedatatypes,andoperationsand
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constrainton theseoperationghat move the systemfrom
stateto state.

We specify concreteentitiesthat are componentsom-
prising the objectsand subjectsof operatingsystems.We
alsospecifysecurityconditionsfor systemoperations.We
then describesecurity-relatecbperationswhich presenta
userview’s of operatingsystems. Specificallywe define
differenttypesof entitiesin OS asHOL typesanddefine
securitychecksontheseentitiesasHOL functions.Wethen
presentiuniformview of UNIX shellcommand$y provid-
ing anoperatingervironmentaslists of binding of variable
namestypes,andvalues.

The specificatiorof secureoperatingsystemis a part of
muchlargereffort in the late-developmentestingandpost-
developmentaccreditationprocess. The specificationde-
velopedin this work will be validatedvigorouslyagainsta
higherlevel securitypolicy modelandwill be usedfor au-
tomatedtestgeneration.

In therestof thepaperwefirst describesntitiesin OSin
Section2, we thendescribesecurityconditionsfor system
operationsin Section3. In Section4 we specify system
statesandthe statetransitions We summarizen Section5.

2. Operating SystemEntities

The subjectof our casestudyis PITBULL [1], a security
productthat enhanceshe securityof Solaris7. It imple-
mentsamorerestrictedversionof the Bell-LaPadula(BLP)
model.

A securitypolicy definesherulesthatgoverntheopera-
tionsof systemsA policy modelprovidesa framework for
definingrules. The BLP modeladdressethe securitycon-
cernsof multi-level informationsystemd?2]. Abstracten-
tities in the modelaresubjectsandobjects. Objectsmodel
resourceso be controlled. Subjectsareactive entitiesthat
seekaccesssuchasreador write, to objects.

The BLP model preventsunauthorizedaccesgo infor-
mation through mandatoryaccesscontrol (MAC) mecha-
nism, wherethe accesgontrolis mandatedy the system.
Subjectsand objectsare classifiedaccordingto clearance
andsensitvity level, respectiely. They are alsoassigned
compartmentso which they belong. Subjectsare granted



accessightsto objectsbasedon their clearanceandneed-
to-know cateyories.

In additionto MAC, PITBuLL also provides standard
UNIX discretionaryaccesscontrol (DAC), where owners
of information canrestrictor grantaccesgo the informa-
tion usingpermissiorbits.

Theonly subjectsn anOSareprocessestherearenor-
mal processesnd systemprocessesThereare mary dif-
ferenttypesof objectsin anOS, suchasregularfile system
objects(files, directories,etc), processesand X-window
objects. In this work we define subjectsand objectsby
their security-relatedattributes: DAC attributes, MAC at-
tributes,identificationsand privileges. PITBULL relieson
security-relatedttributesof subjectspbjects,andthe sys-
temto grantor dery accessights of subjectdo objects.

2.1. DAC Attrib utes

Eachobjectin UNIX hasa setof permissionbits, one set
per type of users. We modelthe permissionbits for each
type of userasarecordtype PBS

PBS = <|r: bool; w: bool; x: bool|>
HOL recordtype DAC
DAC = <| up: PBS; gp: PBS; op: PBS|>

representshe setof permissionbits for users,group and
theworld. In HOL definition, <| | > represents
arecordand”;” is afield delimiter.

2.2. MAC Attrib utes

Among the MAC attributesclassificationsand clearances
arehierarchicawhile compartmentsiot.

MAC Labels PitBull providesfour typesof MAC labels:
sensitvity label (SL), clearancdabel (CL), informationla-
bel (IL) andintegrity label (TL). SLs and CLs consistof
classificatiorandcompartmentSL is usedfor accesson-
trol, CL is usedto control operationson MAC labels.HOL
recordtype SCLabekepresentvothSLsandCLs:

SCLabel = <|class: Class; comp: Comp set [>

wheretype Classrepresentglassificationsandtype Comp
representsompartmentsThepostfixconstrucsetis atype
constructorWe defineHOL typeslLabelandTLabelfor IL
andTL similarly.

Classificationsand Compartments Site systemadmin-
istrators can set values for classificationsand compart-
ments. As an examplewe define Classfor classification
asanenumerationtlypewith valuesclassTSclassSclassU

Class = classTS | classS | classU

FunctionsclassGTand classGTEdefinegreater than and
greaterthanor equalto relationshipamongclassifications.

We defineCompasanenumeratiortypewith four values
NIST, ITL, FAU andCSEfor compartments:

Comp = NIST | ITL | FAU | CSE

HOL function RLLDOM definesa dominancerelation be-
tweenary two MAC labels. FunctionRSLSLdefinesthe
dominanceelationbetweertwo SLs.

2.3. Privileges

The BLP modeldisallovs write-dowvn operationssomeof
which are necessaryor day-to-dayoperationof computer
systems. Privilegesof subjectsare meansto bypassre-
strictionsthe BLP modelimposesandto performotherwise
unauthorizedperations.A subjectscan obtain privileges
by executingan executablefile that containsspecialprivi-
leges. We describeprivilegein detailto illustratethe com-
plexity of OSsecuritypolicy.

There are three groupsof privileges implementedon
the PITBULL system:generalprivileges,X-Window privi-
leges,andsuperuseprivileges(denotedy Priv, XPriv, and
SUPriv, respectiely). Thegenerabprivilegesareorganized
into eight functionality sub-groupgTable1). Table1l lists
thenumberof privilegesin eachsub-group Eachsub-group
containsprivilegesrelatedto a particularaspectof system
security We defineonedatatypein HOL for eachgroupto
denotethe groupspecificprivileges. A generalprivilegeis
eitheroneof the privilegeslistedin Table1 or PV_ROOT.
A privilege is eithera generalprivilege, or an X-Window
privilege,or asuperuseprivilege.

Privilegesare organizedhierarchicallyas a forestwith
eachgroupasarootedtree(Figurel). A privilegeof higher
level in the hierarchycontainsall the privilegesthat are
lowerin thehierarchy

tree for Priv tree for XPriv tree for SUPriv

R\V/_ROOT

.
V-X_ROOT ' Q/_SU

o

Figure 1. PrivilegeHierar chy
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To checkif a subjecthasa particularprivilege pv, we
needto find outif pvor aprivilegehigherin hierarchythan



Table 1. General SystemPrivileges

Name Description No. of Privileges
AU Priv Audit privilegesallowing operationgelatedto auditsystem 7
AZPriv Authorizationprivilegesallowing operationgelatedto processauthorization 4
DACPriv DAC privilegesallowing processeto bypasdDAC-relatedrestrictions 12
F SPriv File systenmprivilegesrelatedto file systems 2
LABELPriv Labe_l p_rivilegesrelatedto acces®f labelssuchasinformationlabeland 17
sensitvity label
MACPriv MAC privilegesallowing processeto bypassMAC restrictions 13
ASNPriv Network, driver, and STREAM privileges 5
PVPriv Privilegesallowing processeto modify the privilege setsof files or processes 2
SRPriv Privilegesrelatedto all othertypesof systenresource 6
MiscPriv Miscellaneougprivileges 7

pv (i.e., an ancestomprivilege)is in the subjects privilege
set. Two functions are definedto help this checking: a
parentfunctionthatfinds parentprivilegegivena particular
privilege,anda privilege checkingfunctionthatrecursvely
checksif a privilege or ary of its ancestorgs in a given
privilegeset.

3. Security Conditions

Security conditions are the rules that systemoperations
obey. They canberathercomplex. Sometimeshey arealso
confusingbecaus®f the mary factorscontributingto ade-
cision making process. The compleity of the conditions
warrantsformal specificatiorandanalysiso ensurequality
of thesystems.

As anexamplewe show the conditionfor modifying ob-
ject’s sensitvity level (SL). A processanchangehe SL of
anobjector subjectif andonly if

e The processhaseither privilege PV_SL_FILE (object
only) or PV_SL_PROC (subjectonly)

e TheproceshasDAC WRITE accesso theobject(ob-
jectonly)

e The processhasMAC WRITE accesdo the objector
subject

e TheproceshasDAC OWNER accesgo the objector
subject(downgradeonly)

e The processhaseitherprivilege PV_SL_ UG (upgrade
only) or PV_SL_DG (downgradeonly)

e The processhasprivilege PV_.MAC_CL (if eitherthe
new SL or theexisting SL is notdominatedoy the act-
ing processs CL)

e Thenew SL dominateghelL andis dominatecby the
CL (subjectonly).

The conditionfor modifying SL of an objectis defined
asprocMdSLCondn HOL:

procMdSLCond s p os sl =
(if (isSubjObj os) then
(hasPV_PSP s p /\
RLLDOM (scLabel sl)
(iLabel (ilMACObj os)) /\
RLLDOM (scLabel (c1MACObj os))
(scLabel sl))
else (hasPV_PSF s p /\ hasRT_DW p os)) /\
hasRT_MW p os /\
(if ~(RSLSLDOM (s1MACObj os) sl)
then (hasRT_DO p os /\ hasPV_PSD s p)
else (hasPV_PSU s p)) /\
(if (" (RSLSLDOM p.MAC.CL s1) \/
~(RSLSLDOM p.MAC.CL (s1MACObj os)))
then hasPV_PMC s p
else T)

4. SystemOperations

Usercommandgypedat a UNIX promptare executedby
systemprocessesExecutionof thesecommandsnove the
OSfrom stateto state.

4.1. SystemStates

A systermrstateis the collectionof theentitiesthatareactive
in OSandthevaluesof theseentities.A stateis represented
asallist of entity namesboundwith theirvalues.

We usea pair to representhe binding of the nameand
value of an entity. Namesandvaluesarerepresentedini-



Table 2. General SystemPrivileges

name description definition

varE (h::t) x =

vark returnanentitygivenaname | if (varB h = x) then valB h
else varE t x

unpkSys | returnasystemgivenavalue | unpkSys (sysVal s) = s

unpkFile | returnafile givenavalue unpkFile (fileVal f) = f

unpkProc| returnaprocesgjivenavalue | unpkProc (subjVal p) =
sysE st s =

sysE returna systemfrom a store unpkSys (varE st (sysVar s))

. . fileE st f =

fileE returnafile from astore unpkFile (varE st (fileVar £))
procE st p =

procE returna processrom astore unpkProc (varE st (subjVar p))

formly asunionscontainingthe type informationof theac-
tual entity. FunctionsvarB andvalB retrievesthe nameand
valueof agivenentity.

We defineastore asalist of bindingsto representheop-
eratingernvironmentof anoperation or the stateof the op-
eratingsystem.A changeo theervironmentis represented
by prependingbindingto thestore. To evaluateavariable,
we scanthe store from the beginninguntil we find a match,
atwhich pointthe correspondingalueis returned.Table2
lists auxiliary functionsthatevaluatevaluesof entities.

4.2. StateTransitions

A security policy hastwo components:if an operation
shouldbe permitted(authorizationandhow it changeghe
systemstateif the operationis executed(statetransition).
Securityrules determinethe circumstancesinderwhich a
requesteghouldbegrantedor rejected.

For example,the executionof a commandto setsensi-
tivity label of afile is divided into two parts. First, autho-
rization: FunctionsetSLHeCond utilizes procMdSLCond
to checktheaccessight of the processmakingthechange:

setSLFileCond st p f sl =
procMdSLCond (sysE st system) (procE st p)
(fso0bj (fileFSO (fileE st f))) sl

wheresl is the new sensitvity labelto be setonfile f. Sec-
ond, statetransition: FunctionsetSLHe describesow the
systemstateis to bechanged:

setSLFile (f:FileType) (sl:SCLabel) =
(f with MAC := (£.MAC with SL := sl))

FunctionsetSLHeEn modelstheoperatiornof aprocess
attemptingto setthe sensitvity label of afile. This opera-
tion mayor maynotchangehestateof thesystemdepend-
ing onif the processastheright to performthe operation.

setSLFileEnv st
[strArg p; strArg f; sclArg sl] =
if setSLFileCond st p f sl
then update st (fileVar f)
(fileVal (setSLFile (fileE st f) sl))
else st

Functionupdate prependsiew valuesto the store. We
candefines¢ SLProc asacommando changerocesssen-
sitivity labelssimilarly.

Thesystemevolvesascommandsretypedattheprompt
andareexecuted.The nextstatefunctionmodelsthis evolu-
tion:

(nextstate stl set_sl_file arglistil
setSLFileEnv stl arglistl) /\
(nextstate st2 set_sl_proc arglist?2

setSLProcEnv st2 arglist2)

4.3. Examples

Let'slook ata UNIX commandhatchangedile sensitvity
labels. Supposeave have afile f1 whoseuid is 1 andgid is
10. Its permissiorbits arerw-r--r--. Its classificationis
classTSandits compartmensetis {NIST}.

We have a proces1 whoseeuidis 1 andegid is 10. It
only hasprivilege PV_DAC. Its sensitvity label (SL) is as
follows: clearancdevel is of classTSandthe compartment
setis {NIST}. Its clearancéabel (CL) is thesameasits SL.

Procesg2 hassameattributesaspl, exceptthatit also
hasprivilegesPV_SL_FILE andPV_SL_DG.

Theclearancéabelsthatthe systemsystems authorized
to handleare betweenclassSand classTS The compart-
mentsthat systemis authorizedto processare NIST and
FAU.

Theinitial stateof OSis storedasallist:



statel = [(sysVar "system", sysVal system);
(fileVar "fi", fileVal f1);
(subjVar "pi", subjVal pl);
(subjVar "p2", subjVal p2)]

Supposesi2is a SL with clearancdevel classShd com-
partmentset {NIST}. A requestby processp?2 to setthe
sensitvity labelof f1 to sl2 is decidedby predicate

setSLFileCond statel "p2" "f1" sl2.

Process?2 is allowed to perform the operationbasedon
conditiondlistedin setSLHeCond Thestateof OSchanges
to

state2 = [(sysVar "system", sysVal system);
(fileVar "f1", fileVal filnew);
(subjVar "p1", subjVal pl);

(subjVar "p2", subjVal p2)],

whereflnew is thefl exceptthatits classificatioris classS

5. Experience

We specifiedasecurityoperatingsystemsarchitectureThis
is a complex systemwith the large numberof typesof en-
tities andsecurityconditionsenforcedon the systemopera-
tions.

HOL specificationlanguageis suitablefor describing
large systemshecauseof its expressibility HOL provides
a variety of waysto definedatatype, similar to thosethat
canbe definedusinga BNF format. The ability to define
typesandfunctionsrecursvely makesspecificationwriting
similar to that of writing in a high-level programmingan-
guage.Unlike a high-level programminganguageHOL is
astrongly-typedanguageandHOL expressionsreprecise.

Thisprojectstartedaftertheproducthadbeendeveloped.
It was desirableto have a formal modelfor accreditation
purpose.Informal securitypolicy descriptionand security
architecturewere availableto us. Therewerea few diffi-
cultiesthatwe raninto. The maindifficulty camefrom the
compleity of the system.We spenta lot of time to famil-
iarize ourseheswith the interweare of requirementghat
appeaiin differentplaces.As asspecificatioraid, we used
object-orientednodelingtechnologyUML to helporganize
theformal specification$7]. A secondlifficulty camefrom
the ambiguityof informal descriptionghatareavailableto
us. We founda few inconsisteng andmistalesin the pub-
lishedinformal descriptions.On otheroccasionswve spent
significantamountsof time to explain our confusionto sys-
temdeveloperdo getaclearanswer

Formalspecificationgrealsosubjectto mistalesif there
areno validations. For examplewe oncemistalenly wrote
alessthaninsteadof a greaterthanin a relationshipdefi-
nition. A formal evaluationwould help aswould a formal
analysiof specificationsWe planto dojustthatin afollow
up study

We alsoplanto usetheseformal specificationdo gener
atetestsandevaluatethe designagainstsecuritycriteria.
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